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Important Notice

Due to the nature of wireless communications, transmission and reception of data can never be
guaranteed. Data may be delayed, corrupted (i.e., have errors) or be totally lost. Although significant
delays or losses of data are rare when wireless devices such as the Sierra Wireless modem are used
in a normal manner with a well-constructed network, the Sierra Wireless modem should not be used
in situations where failure to transmit or receive data could result in damage of any kind to the user or
any other party, including but not limited to personal injury, death, or loss of property. Sierra Wireless
accepts no responsibility for damages of any kind resulting from delays or errors in data transmitted or
received using the Sierra Wireless modem, or for failure of the Sierra Wireless modem to transmit or
receive such data.

Safety and Hazards

Do not operate the Sierra Wireless modem in areas where cellular modems are not advised without
proper device certifications. These areas include environments where cellular radio can interfere such
as explosive atmospheres, medical equipment, or any other equipment which may be susceptible to
any form of radio interference. The Sierra Wireless modem can transmit signals that could interfere
with this equipment. Do not operate the Sierra Wireless modem in any aircraft, whether the aircraft is
on the ground or in flight. In aircraft, the Sierra Wireless modem MUST BE POWERED OFF. When
operating, the Sierra Wireless modem can transmit signals that could interfere with various onboard
systems.

Note: Some airlines may permit the use of cellular phones while the aircraft is on the ground and the door
is open. Sierra Wireless modems may be used at this time.

The driver or operator of any vehicle should not operate the Sierra Wireless modem while in control of
a vehicle. Doing so will detract from the driver or operator’s control and operation of that vehicle. In
some states and provinces, operating such communications devices while in control of a vehicle is an
offence.

Limitations of Liability

This manual is provided “as is”. Sierra Wireless makes no warranties of any kind, either expressed or
implied, including any implied warranties of merchantability, fithess for a particular purpose, or
noninfringement. The recipient of the manual shall endorse all risks arising from its use.

The information in this manual is subject to change without notice and does not represent a
commitment on the part of Sierra Wireless. SIERRA WIRELESS AND ITS AFFILIATES
SPECIFICALLY DISCLAIM LIABILITY FOR ANY AND ALL DIRECT, INDIRECT, SPECIAL,
GENERAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES INCLUDING,
BUT NOT LIMITED TO, LOSS OF PROFITS OR REVENUE OR ANTICIPATED PROFITS OR
REVENUE ARISING OUT OF THE USE OR INABILITY TO USE ANY SIERRA WIRELESS
PRODUCT, EVEN IF SIERRA WIRELESS AND/OR ITS AFFILIATES HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES OR THEY ARE FORESEEABLE OR FOR CLAIMS BY ANY
THIRD PARTY.

Notwithstanding the foregoing, in no event shall Sierra Wireless and/or its affiliates aggregate liability
arising under or in connection with the Sierra Wireless product, regardless of the number of events,
occurrences, or claims giving rise to liability, be in excess of the price paid by the purchaser for the
Sierra Wireless product.
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Patents

This product may contain technology developed by or for Sierra Wireless Inc.

This product is manufactured or sold by Sierra Wireless Inc. or its affiliates under one or more patents
licensed from MMP Portfolio Licensing.

Copyright

© 2021 Sierra Wireless. All rights reserved.

Trademarks

Sierra Wireless®, AirPrime®, AirLink®, AirVantage®, WISMO®, ALEOS® and the Sierra Wireless and
Open AT logos are registered trademarks of Sierra Wireless, Inc. or one of its subsidiaries.

Windows® is a registered trademark of Microsoft Corporation.

Macintosh® and Mac OS X® are registered trademarks of Apple Inc., registered in the U.S. and other
countries.

Other trademarks are the property of their respective owners.

Contact Information

Sales information and technical support, | Web: sierrawireless.com/company/contact-us/

including warranty and returns Global toll-free number: 1-877-687-7795
6:00 am to 5:00 pm PST

Corporate and product information Web: sierrawireless.com

Document History

Version Date Updates

R00.01 Dec 11, 2018 Creation for AHL78XX.2.1.0.0
R00.02 Jan 25, 2019 Creation for AHL78XX.2.3.0.0
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R00.04 Feb 20, 2019 Creation for AHL78XX.2.4.1.0
R00.05 March 13, 2019 Creation for BHL78XX.2.5.1.0
R00.06 March 20, 2019 Creation for BHL78XX.2.5.2.0
R00.07 April 1, 2019 Creation for BHL78XX.2.5.3.0
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1. Introduction

1.1. Document Scope

This document describes AirPrime HL7800, HL7800-M, and HL7802 firmware release changes and
known issues in external customer releases.

2. Abbreviations and Definitions

Table 1. Abbreviations and Definitions
Abbreviation/Acronym | Definitions
ATIP !nterngl IP services for direct communication over AT command interface,
including AT+KTCP, AT+KUDP, AT+KHTTP, AT+KFTP
AVMS Air Vantage Management Services
DTR Data Terminal Ready
IMEI International Mobile Equipment Identity
PPP Point-to-Point Protocol
RRC Radio Resource Control
SIM Subscriber Information Module
SINR Signal to Interference plus Noise Ratio
UART Universal Asynchronous Receiver Transmitter
URC Unsolicited Result Code
USB Universal Serial Bus
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3. Related Documentation

Table 2. Related Documentation

Ref. # | Doc. # Document title

[R-1] 41111821 | AirPrime HL78xx AT Commands Interface Guide
AirPrime HL7800 Product Technical Specification

[R-2] 41111094 (Deprecated. See [R-10])

[R-3] 41112256 | AirPrime HL78xx Development Kit User Guide

[R-4] 2174229 | AirPrime HL7800 Low Power Modes Application Note

[R-5] 2174260 HL7800/HL7800-M Firmware Upgrade Requirement for NV Backup

[R-6] 2174213 AirPrime HL78xx Customization Guide Application Note

[R-7] 2174259 AirPrime HL780x Firmware Update Methods Application Note
AirPrime HL7802 Product Technical Specification

[R-8] | 41112974 | poprecated. See [R-10])

[R-9] 2174285 | AirPrime HL7800-M Secure Boot Modem Verification Failure Prevention Application Note

[R-10] | 41113770 | AirPrime HL780x Product Technical Specification
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4. Compatibility

4.1. Software Tools Compatibility

S/W Tools Name Version

SFT V2.11.2102.0

4.2. Hardware Limitations

4.2.1. HL7800 Hardware Limitations

Impacted Functionality/

Limitation Description (What/When) Sub-Functionality

Affected Hardware
(Serial numbers)

Baseband version is preliminary | ESD

Baseband L
one Power consumption in sleep mode

T6840RRRRRRRRR

4.2.2. HL7802 Hardware Limitations

Impacted Functionality/

Limitation Description (What/When) Sub-Functionality

Affected Hardware
(Serial numbers)

Module experiences slight
desensitivity on GSM1800/1900 | Rx sensitivity
low channel

Slight
desensitivity

5P939RRRRRRRRR
5P949RRRRRRRRR
5P952RRRRRRRRR

R01.14
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5.Released Files and Download Processes

Firmware may be updated on existing units using the following methods:

e Fullimage upgrade over UART or USB
o Differential upgrade locally over AT command port (UART or USB)
e Remotely via AVMS, carrier LWM2M or other 3™ party server where applicable.

Detailed procedures are described in reference [R-7] - AirPrime HL78xx Firmware Update Methods.

Some limitations may apply.

R01.14
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6.HL78XX.4.6.8 Release Description

6.1. Release Identification

Table 3. Package Release Information

Services (ATI, AT%VER)

Firmware Identification

HL7800.4.6.8.0
HL7800-M.4.6.8.0
HL7802.4.6.8.0

Chipset baseline: RK02010200128
Legato RTOS: 18.09.6.ALT1250.rc4
atSwi: 43.00

UBOOT: 01.03

Components Apps:
RKAPP_02_01_02_00_117__accfd760c9dbf0f87bb2abbca37dbb404d2958a2
MAC (HL7800, HL7800-M): ALT1250_02_01_02_00_116_FW
MAC (HL7802): ALT1250 02_01_02_00_116_2G

Date of generation 2021/02/13

IMEI SV 13

TS 25 PLMN List 7 Dec, 2020

Supported HW

HL7800, HL7802

6.2. Software Changes Description

This section describes all corrections or improvements integrated in 4.6.8 since the previous major
release (HL78XX.4.5.4). Firmware version 4.4.20 has been more recently released and alignment in
functionality is shown.

1D

Title

Description

Impacted
Domain

New Features & Improvements

ATIP (Internal IP stack services)

EURY-875

UDP bi-directional data mode

Analogous to TCP data mode initiated by
AT+KTCPSTART, the command
AT+KUDPSTART has been added.

See AT Command Guide Rev 14 for more
details.

ATIP (UDP)

EURY-2813

DTLS Client

DTLS has been added to AT+KUDP for
secure data communications. This may be
used in original UDP AT packet mode or
bi-directional data mode as noted in
EURY-875.

AT+KUDPCFG adds option 3, secure client
and optional cipher_index.
AT+KSSLCRYPTO adds cipher_index to
map profile to DTLS connection.

See AT Command Guide Rev 14 for more
details.

ATIP (secure
UDP)

R01.14
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Secure server and Secure child,
respectively.

See AT Command Guide Rev 14 for more
details.

. s . Impacted
ID Title Description Domain
Just as TCP may operate in either client or
server mode, TLS server mode has been
added to existing TLS client mode.
EURY-2814 TLS Server AT+KTCPCFG adds modes 4 and 5 for ATIP (secure

TCP)

Location services

EURY-3218

PoLTE — enable via AT
command

The ability to disable/enable PoLTE via AT
command was added (for evaluation
purposes) as AT+GNSSCONF=12,[0,1]

All other commands for POLTE continue as
Altair custom commands.

PoLTE

EURY-2791

A-GNSS support

Command AT+GNSSAD has been added to
support downloading of GNSS assistance
data.

See AT Command Guide Rev 14 for more
details.

GNSS

EURY-3510

Global cell IDs for neighboring
GSM cells for geolocation

In firmware version 4.5, AT+KCELL=2 was
added for LTE cells. This adds the same
functionality for GSM cells (HL7802 only).
See AT Command Guide Rev 14 for more
details.

+KCELL

EURY-3828

Add GNSSCONF configuration
persistence

GNSSCONF configuration is now persistent
across hibernate, reset, power cycle, and
firmware upgrade.

GNSS

Security

EURY-1975

AT command access
restrictions

Internal AT commands deemed to make the
module vulnerable to security exposure or
destructive actions have been removed.

AT

EURY-3129
EURY-3908

Remove support for weak TLS
encryption algorithms

The following changes were made:

e Restrict key exchange algorithm to
ECDHE only (no RSA). See
<mkey_algo> parameter in
+KSSLCRYPTO command.

e Restrict encryption algorithm to
CCM and GCM and make AES-
128-GCM the default. See
<enc_algo> parameter in
+KSSLCRYPTO command.

e Remove NULL from mac
algorithms. See <mac_algo>
parameter in +KSSLCRYPTO
command.

This restricts the set of cipher suites to:
TLS-ECDHE-RSA-WITH-AES-128-GCM-SHA256

TLS-ECDHE-ECDSA-WITH-AES-128-GCM-
SHA256

TLS-ECDHE-ECDSA-WITH-AES-256-GCM-
SHA384

TLS-ECDHE-ECDSA-WITH-AES-128-CCM
TLS-ECDHE-ECDSA-WITH-AES-256-CCM
TLS-ECDHE-ECDSA-WITH-AES-128-CCM-8
TLS-ECDHE-ECDSA-WITH-AES-256-CCM-8

ATIP (SSL)

R01.14
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ID

Title

Description

Impacted
Domain

EURY-3338
EURY-3583

PenTest improvements

Issues identified in Penetration Test Report
were addressed. No external vulnerabilities
had been identified.

PenTest

EURY-2803

Ensure only mbedTLS library
is used for random number
generation

All random number generation is now done
through mbedTLS.

Random
numbers

Other

EURY-4235

Configurable UART1_RTS
pull-up

Previously, when hardware flow control was
used and to ensure RTS was not asserted
while the host MCU was asleep/off, it was
necessary to apply an external pull-up to pin
Ca3.

A configuration option has now been added
to enable an internal pull-up with
AT+KHWIOCFG=6,1.

See AT Command Guide Rev 14 for more
details.

UART

EURY-3251

Cat-M1 mechanism for signal
quality notification on exit from
eDRX hibernate

In firmware version 4.5, AT+KCELLMEAS

URC was added for cell status data on exit
from Cat-M1 PSM hibernate. This adds the
same for Cat-M1 eDRX hibernate.

See AT Command Guide Rev 14 for more

details.

RF

EURY-3589

High temperature protection
(minimum functionality mode)

AT+KTEMPMON was originally added to
support auto shutdown and GPIO out
indication on high temperature threshold. In
this release, options to enter minimum
functionality mode (AT+CFUN=0) and
optionally also assert the GPIO output
indication have been added.

See AT Command Guide Rev 14 for more
details.

Temperature
monitoring

EURY-3471

SIM Hot Swap (LTE)

With SIM detect enabled, inserting an
external SIM now automatically initializes it
for LTE. No user intervention is required.
For GSM, SIM hot swap is not yet supported
(EURY-4036)

SIM

EURY-3564

Add +KUSBCOMP to NVBU

AT+KUSBCOMP configuration is added to
the NVBU backup. To ensure restoration of
+KUSBCOMP configuration, execute
AT+NVBU=1 with this release or later.

NVBU

EURY-4102

Add +KSIMSEL to NVBU

AT+KSIMSEL configuration is added to the
NVBU backup. To ensure restoration of
+KSIMSEL configuration, execute
AT+NVBU=1 with this release or later.

NVBU

Standards and Carrier compliance

EURY-3765

Update IMEI SV

Update IMEI SV to 13.

GCF/PTCRB

ALT1250-4003

Update TS.25 table

Update TS.25 PLMN table to 7-Dec-2020

GCF

EURY-4277

B66 is reported as half duplex
not supported by UE

PTCRB TS 36.523-1 8.5.4.1 failure due to
band 66 capability reporting.
This has been fixed.

PTCRB

See notes for
4.4.17,4.4.20,
4.4.13.2

Carrier compliance

The previous release 4.5.4 was aligned with
carrier compliance as of 4.4.14.

This release includes full alignment with
carrier compliance in 4.4 branches up to
4.4.20 and including 4.4.13.2.

Verizon,
AT&T, Telstra

R01.14
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RO1

Title

Description

Impacted
Domain

EURY-4142

Continuous reboot on AT&T
NB1 Band 12

On AT&T NB1 since 4.4.14, attaching to
Band 12 causes a chronic crash/reboot due
to mishandling of MFBI indication. This has
been fixed.

For previous releases affected by this issue,
configure Band 17 instead of Band 12.

AT&T

EURY-3786

Crash/assert/freeze seen
during Verizon SIM activation

In about 50% of cases during Verizon SIM
activation, a stack overflow would cause an
assert and reset starting the process over.
This could result in very long activation
times.

This has been fixed.

Verizon

EURY-3989

Verizon NB1 FOTA failover to
M1

In accordance with Verizon requirements,
when Verizon LWM2M FOTA is initiated on
NBIloT, the RAT is automatically switched to
M1, if available, for the delta file download,
and switched back to NBloT upon
completion.

This feature is automatically enabled for
Verizon carrier (+KCARRIERCFG=1) and
disabled otherwise. It is not implemented for
AirVantage FOTA.

Verizon

EURY-3783

AT&T LWM2M

CDR-DVM-4551 and CDR-DVM-4557
updated in 13340 v20.2 was added.

AT&T

EURY-3168

AT&T LWM2M Location
Obiject

Velocity resource added to location object to
satisfy AT&T LWM2M requirements.

AT&T

EURY-3275

AT&T AT+ODIS for LWM2M

Support for AT+ODIS per
https://iotdevices.att.com/att-
iot/IDthroughODIS.aspx

AT&T

EURY-1931

NB1 attach rejected on CSL
network in HK

CSL rejected attach due to UE advertising
support to the network for EIAQ in the Attach
Message (with +KCARRIERCFG=0). This
advertisement is now removed, and attach is
successful.

Note that this does not imply certification to
operate on the CSL network.

CSL

Bugs Resolved

RF

EURY-3656

+KCELL=0 on 2G

A regression in firmware version 4.5 resulted
in AT+KCELL=0 on 2G returning

"+CME ERROR:60".

This functionality is now restored.

+KCELL

EURY-3426
EURY-3452

Cannot attach to GSM with
multi-RAT configuration

With GSM in the preferred RAT list
(+KSELACQ) as the preferred option, an
initial attach was attempted, but then
dropped. GSM could only be used if
manually selected (+KSRAT).

GSM can now be automatically selected
from the preferred RAT list.

+KSELACQ

EURY-4028

Stuck in +CEREG: 4
for > 30 min

On some modules, after a long period out of
coverage (>90 sec) it would take a long time
(2 hrs) to re-attach after coverage is
restored.

Out of
coverage
recovery

EURY-3200

HL7802 cold boot time in GSM
is ~15 sec

An internal error in initialization during boot
sequence with GSM RAT enabled was
delaying boot completion by ~15 sec. Many
services such as ATIP were not available in
this time.

Cold boot time has been reduced to ~7 sec.

GSM boot
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Customer Release Note

Title

Description

Impacted
Domain

EURY-2603

Cannot set/query bands for
non-selected RAT

Previously AT+KSRAT=<rat> was required
to set bands (AT+KBNDCFG=<rat>,<mask>)
or to query bands (AT+KBNDCFG?).
AT+KBNDCFG can now be set for any band,
and query displays configuration for all
bands.

+KBNDCFG

EURY-3241

HL7800 allows GSM enable

HL7800 allowed AT+KSRAT=2 even though
GSM was not supported. Once set, RF was
disabled.

This option is no longer available.

+KSRAT

Low power

mode

EURY-3569
EURY-3610

+KUDP_DATA indication
missing on wake from
hibernate

Upon receipt of downlink data during eDRX
PTW, the module should wake and send a
URC to indicate to the host to read the data.
In some cases, this indication arrived too
early from the MAC processor and was lost.
The configuration has now been changed to
ensure URCs are reliably communicated.

eDRX

EURY-3194

Modem leaves eDRX mode
after tower switch, will not
return to eDRX after the switch

In areas of low coverage serviced by multiple
cells, after multiple cell reselections, in rare
occasions the module can no longer enter a
low power state and requires a reset to
recover.

This has been corrected.

eDRX

EURY-3141

Module warm boots while
performing periodic Tracking
Area Update procedure on
eDRX state

Module warm boots and activates LWM2M
connection after performing periodic
Tracking Area Update procedure on eDRX
state (with eDRX URC disabled) resulting in
more power consumed.

Warm boot now occurs only when necessary
for URCs or data.

eDRX

EURY-4164
EURY-4170
EURY-4241
EURY-4242

URC mistimed with RI

In some cases, when waking from hibernate
on MT data a time gap of 300-400 msec was
observed between the Rl signal and URC
indicating data arrived. RI might sometimes
signal well before or after the URC. This
caused unnecessarily long wake time before
data could be processed or missed data as
the host may not be awake or have returned
to low power mode.

The timing has now been tightened up so
that Rl always occurs before the URC.

eDRX

EURY-1191
EURY-1261
EURY-2702
EURY-4247

The module cannot go back
into hibernate mode anymore
after ~250 PSM DHO cycles

Sometimes on Cat-M1, but more
reproducible on NBloT with PSM hibernate
enabled, after several hundred PSM cycles,
the unit will not return to hibernate and stop
sending TAUs.

In light hibernate, this condition would cause
areset.

This has been corrected.

PSM

ATIP (internal IP stack services)

EURY-3922

ATIP connections sometimes
fail to pass data

It has been observed that in some cases an
ATIP (e.g. +KTCP or +KUDP) connection
would be established but could not pass
data. The root cause was that the random
source port selection was sometimes using
reserved ports (<100).

The solution was to ensure that random
source ports be >2047.

ATIP (all)

R01.14
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Customer Release Note

RO1

. s . Impacted
ID Title Description Domain
"KHTTP_ERROR: 1,6" is A missing delimiter in content-length in the ATIP (secure
EURY-3140 returned when performing header was causing a parsing error. HTTP)
POST data to https server This has been fixed.
Missing the URC +KHTTP_ERROR: 1,5
Missing indication on HTTPS when the HTTPS connection could not be ATIP (secure
EURY-3103 . . .
connection failure established. HTTP)
This is now displayed.
An HTTP non-compliance issue (Body
. replaced by Authorization header) has been
EURY-3183 HTTP format non-compliance identified with ATIP (HTTP) service. ATIP (HTTP)
This has been corrected.
Since firmware version 4.5, when a character
- sequence 0x0D,0x0D is in a chunked
EURY-4156 | H1TP POST modifies the encoded payload, the second character is ATIP (HTTP)
payload changed to Ox0A.
This has been corrected.
All HTTP Post/Put transactions put
"Authorization: Basic Og=="in the header
when username and password were not
"Authorization" is automatically | used.
EURY-3183 added to the HTTP header Impact on customer depends on whether the ATIP (HTTP)
HTTP server ignores garbled base64
encoding of ":" colon character.
This has been removed.
In the case of HTTP chunked encoding, if the
sequence "0<CR><LF><CR><LF>" occurs in
EURY-3587 HTTP POST may drop data the data payload, the chunk will be ATIP (HTTP)
truncated.
This has been corrected.
In the case of HTTP chunked encoding, an
FIN causes premature socket unintended FIN packet would sometimes be
EURY-3701 termination after successful sent to the server, thus terminating the ATIP (HTTP)
completion of +tKHTTPPOST socket prematurely.
This has been corrected.
Additional <CR><LF> Since firmyvare version 4.5, if'an HTTP
characters inserted in HTTP response is spread over multiple packets,
EURY-4060 . X additional <CR><LF> characters are ATIP (HTTP)
body if response is spread inserted
over multiple packets This has been corrected.
In the case of 0 byte body, the <CR><LF>
Missing <CR><LF> between after the header was missing.
EURY-3810 HTTP header and body data if | <CR><LF> is now properly included for this ATIP (HTTP)
body data is 0 bytes case completing the fix for EURY-3182 in
firmware version 4.5.
Previously, a non-standard HTTP status
EURY-4094 Crashes whenever server code from an HTTP post would cause the
EURY-4197 returns unknown status for module to assert and reboot. ATIP (HTTP)
+KHTTPPOST +KHTTP_IND now displays the code as
"Unknown status code".
When sending UDP data ending multiple ‘+’
UDP sent data includes partial | characters and terminated by EOF Pattern,
EURY-3665 EOF Pattern when data ends the first 2 characters of the EOF Pattern are | ATIP (UDP)
with multiple ‘+’ characters included in the data.
This has been fixed.
AT+KIPOPT <wait time> In the case that the end of UDP data
behavior does not work for matches the start of the EOF Pattern, data
EURY-3447 +KUDP with partial EOF delivery on timeout would not happen. ATIP (UDP)
pattern This has been corrected.
14 17




Customer Release Note

Title

Description

Impacted
Domain

EURY-4145

TLS sessions do not used
assigned source port

When selecting a source port for a secure
TCP or UDP client session, the selected
source port would be ignored, and a random
port selected instead.

This has been corrected to use the source
port selected.

ATIP (secure
TCP, UDP)

EURY-3533

TCP sent data sometimes
includes partial EOF Pattern

When sending TCP data, depending on the
setting in +KIPOPT and timing of data sent,
part of the EOF Pattern may be sent.

This has been fixed.

ATIP (TCP)

EURY-3946

Module cannot start 2 secure
sessions simultaneously

Due to some changes in TLS memory
allocation in firmware version 4.4.17 (4.5.x
not affected), the number of ATIP TLS
sessions possible was reduced to as little as
1, depending on the type of connection and
security used.

This has been increased to a guaranteed
minimum of 2 concurrent ATIP connections
or more depending on number and type of
other secure connections (e.g. AirVantage or
carrier LWM2M).

ATIP (secure)

EURY-4161

Unable to connect AWS
secure socket on AT&T
network

In the case of a secure connection where the
UE has an IPv4 address and DNS resolves
an IPv4 and IPv6 address for the server, the
connection could not be established as only
the IPv6 address was being passed up. A
non-secure connection or secure connection
with UE IPv6 address could be established.
This has been corrected for either IPv4 or
IPv6 UE or server address types.

ATIP (secure)

EURY-3907
EURY-3043

Modem reset during TCP
activity

A memory leak was found under some TCP
scenarios that eventually caused memory
depletion and reset after a few hundred
connections. The depletion occurred more
quickly in marginal coverage.

This has been corrected.

ATIP (TCP)

EURY-4194

+KTCPSTART hangs module
if secure connection is not
successful

With TLS enabled, AT+KTCPSTART=1
would hang on connection failure requiring a
hard reset to recover. This would not happen
with TLS disabled, or with AT+KTCPCNX=1.
A TLS +TCPSTART failure now returns
+CME ERROR without hanging.

ATIP
(TLS/TCP)

EURY-3660

+KTCPSTART/+KTCPSND
cannot properly resume using
ATO

In the case where TCP data has been sent
and terminated with EOF Pattern, returning
to command mode, the connection could not
be resumed with ATO. This is now
supported.

ATIP (TCP)

EURY-3770

Empty UDP datagram closes
connection

With TCP, an empty datagram signals socket
closure. UDP was being handled the same
way, but this is not correct per the standard.
This disconnect for UDP is no longer
initiated.

ATIP (UDP)

EURY-3400

Module returns duplicate
response when check
+KCNXTIMER

With both TCP server and UDP server
configured on the same PDP context with
restore_on_boot enabled, after reboot
+KCNXTIMER query responded twice.

It now returns one response.

ATIP

R01.14
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Customer Release Note

ID Title Description II;npac_ted
omain
Due to the extension to 4 root cert support in
firmware version 4.5, AT+KCERTSTORE for
S e 4.4 x or earlier would not carry forward on
tored root certificate not upgrade. Now (in 4.6) any previous
EURY-4186 persisted on upgrade from P9 ) - y previously ATIP (secure)
44 x prqgrammed cert |s‘set as the first of 4 cgrts.
This does not work in reverse. A cert set in
4.6 is not persisted if downgraded to 4.4 or
earlier.
Most internal IP watchdog issues were
resolved in firmware version 4.5. Only an
FTP receive that takes more than
Watchdog interrupt triggers 160 seconds may trigger the watchdog and
EURY-3579 when receiving large file with reboot. This corresponds to ~700 kB file over | ATIP (FTP)
+KFTP CAT-M1 in good coverage. Much larger files
have also been shown to transfer
successfully, however.
This is now corrected.
If attempting to FTP read more than the
EURY-3549 +KFTPRCV hangs if offset is available file size, the AT interface would ATIP (FTP)
EURY-3608 greater than file size hang, requiring hard reset to recover.
This has been fixed.
Uploading a large file with AT+KFTPSND
EURY-1103 Module frozen during 5 MB file | would eventually hang the device requiring a ATIP (FTP)
sent to FTP server hard reset to recover.
This has been fixed.
After about 30 minutes of repeatedly opening
a connection, sending 8 bytes of data, and
EURY-3591 :—e};tFTPSND hangs after stress closing the connection, the AT port would ATIP (FTP)
lock up requiring a hard reset to recover.
This has been fixed.
CMUX
Since firmware version 4.4.2, application
level AT commands such as ATIP
ﬁ‘::rgg’r')gfsg'éctop;’g;iigeﬁon A7 | (AT+KTCP*, AT+KUDP* etc.) cause CMUX
EURY-4062 . to hang when executed after a wake from CMUX
commands after hibernate . : .
hibernate. A hard reset is required to
wakeup
recover.
This has been fixed.
USB
When USB was initially introduced it was
expected to be a primary interface so
safeguards were put in place to ensure that it
_ would support AT commands. But as a
Egsz_z?gg AT+KUSBCOMP=1,5,0,0 does secondary debug port this is not needed so usB
- not persist
should not be forced.
Now configurations that do not include AT
interface are allowed and persisted, for
example AT+KUSBCOMP=1,3,4,5
AT command interface
A ~6 second delay in establishing a PPP
EURY-4008 {EEEHZCP Handshake takes connection was observed. PPP
This has been reduced to ~1 second.
When operating on GSM, AT+CRCES
EURY-3611 AT+QRCE$ blocks AT port causes the module to be unresponsive, +CRCES
indefinitely in GSM requiring a hard reset to recover.
This has been fixed.




Customer Release Note

. s . Impacted
ID Title Description Domain
After reset or when waking from hibernate
Missing xOD (CR) from first (eDRX or PSM), the first URC was missing
EURY-4031 URC after boot the leading 0x0D character. URC
This has been corrected.
AT+KTEMPMON=? should return all
EURY-3857 _AT+KTEMF_’MON=’? truncated | available GPIOs, but if_ th_at list is too long it +KTEMPMON
if no GPIO in use gets truncated and so is incomplete.
This has been corrected.
Changes to +KCUS were being reverted on
EURY-3822 | AT*KCUS changes not everygboot. The KGUS handler has been +KCUS
persistent .
reworked to resolve this.
AT+KEDRXCFG returns OK even for invalid
input parameters. In some cases, those
EURY-3655 AT+KEDRXCFG accepts values are written leading to unpredictable +KEDRXCFG
invalid parameters .
behavior.
This has been fixed.
+KTEMPMEAS URC was returned 4 times
consecutively after enabling URC even
+KTEMPMEAS is returned though the threshold was not crossed.
EURY-2771 4 times on enabling Now only 1 instance of URC is issued and *KTEMPMON
only after crossing the temperature
threshold.
+IPR? returns an incorrect Previously, AT+IPR? on USB would return a
EURY-2397 : . large negative number. It now returns +IPR
baud rate value in USB port ERROR
Reliability and Stability
A combination of HL7800-M with patch
applied for SecBoot Modem Verif Fail
(2174285) and 1-click update was corrupting
EURY-3827 HL7800-M 1-click firmware NV. As a workaround, the SFT -e option is NV
upgrade causes NV corruption | required and was embedded in all 1-clicks
for HL7800-M.
A permanent fix was applied that does not
required the SFT -e option.
AT&V and AT&W (read/write V25Ter profile)
) stop working after 10000 loops of:
EURv-aoss | V25Ter profile commands do | L ety AT CRUN NV
not work after reset stress test L L .
This indicates a corrupt config file. This was
fixed as part of EURY-3827.
In an extended stress test cycling
. between -20C to +55C over some days, the
EURY-3464 Loqkup with eDRX under module may lock up consuming 10-20 mA Lockup
variable temperature .
and require a hard reset to recover.
This has been fixed.
On Cat-M1 with +KSREP=1,0 (minimum
Module with setting delay enabling UART on wake from
EURY-2702 +KSREP: 1,0 does not return hibernate) and PSM hibernate enabled, after PSM
EURY-4247 to hibernate after several PSM | several hundred PSM cycles, the unit will not
cycles return to hibernate.
This has been corrected.
In some use cases it is necessary to switch
between eDRX and PSM for optimal power
Cannot enter low power state saving vs. reachability. It was found in rare Low power
EURY-3910 after switching from eDRX to cases that this switch would put the module
. . mode
PSM in a state where it could not enter low power
mode.
This has been corrected.
R01.14 20




Customer Release Note

Title

Description

Impacted
Domain

EURY-3194
EURY-3726

Cannot enter low power state
in eDRX after multiple cell
reselections in weak coverage

After multiple cell reselections with eDRX
enabled, the module is eventually blocked
from entering low power state. It would
recover with a manual reset or sometimes on
its own after a few minutes.

This has been fixed.

Low power
mode

EURY-3528
EURY-3855

Sometimes crash and may
lock up on soft reset

In rare cases (0.1%) AT+CFUN=1,1 would
cause a crash, and in about half of those
cases the module would lock up requiring a
power cycle to recover.

This has been corrected.

Soft reset

Ready to Connect

EURY-4050

UE is slow to attach to a new
network after NW Detach

When a NW Detach is received with Sierra
SIM, there was an 8 minute delay before
attempting to attach to a new network. This
delay has been removed.

Sierra SIM

EURY-3872

Fail to attach after SIM RESET

During initial Sierra SIM activation, there is a
SIM reset initiated from the network side.
Once reset, the UE is expected to re-attach,
but it wasn't.

This is now fixed and activation completes
successfully with a re-attach.

Sierra SIM
(activation)

EURY-2799
EURY-3825
EURY-3972
EURY-4025

Sierra SIM not detected on
wake-up from Hibernate

Due to an incompatibility between Sierra SIM
behavior on power up and warm boot
procedure, SIM connectivity was lost briefly
on wake from hibernate.

This has been fixed.

Sierra SIM
(Low power
mode)

EURY-3509

Rare lockup on 2G attach

In rare cases (< 10%), attaching on 2G with
Sierra SIM may crash. In some of those
cases it may lockup and require a hard reset
to recover.

This has been fixed.

Sierra SIM
(stability)

EURY-3291

Sierra SIM after power cut
may not re-attach

In some cases when using Sierra SIM, if
there is a sudden power cut, the module
would sometimes boot in AT+CFUN=4 state
and require manual AT=CFUN=1 to
re-attach.

This has been fixed.

Sierra SIM
(power cut)

AirVantage

EURY-3505

FOTA failure: "WDSI:15"
observed when carrier
LWM2M registered

On some units where Carrier LWM2M is
enabled, AV FOTA update would fail and the
FOTA client would become unresponsive.
The issue was not always reproducible and
could be avoided by disabling Carrier
LWM2M client.

This has been fixed. AV FOTA is now
reliable with LWM2M carrier client also
enabled. The same fix is also present in
firmware versions 4.4.17 and 4.4.20, but not
4.5.4.

AirVantage
FOTA

EURY-3444

Synchronization job failed
when module attaches to GSM
network

Using AirVantage services, a
synchronization operation could be
scheduled on server side to retrieve a large
number of monitored data values from a
platform. On HL7802, this operation always
failed for some objects when GSM bearer is
used.

The operation now always succeeds.

AirVantage
FOTA

R01.14
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Customer Release Note

ID Title Description II;npac_ted
omain
Sometimes. Job status is still For very small delta files, the FOTA
EURY-2957 ‘ T completes sooner than can be handled and .
n Progress” while module . AirVantage
EURY-3809 made a connection to AVMS the upgrade gets out of sync with the server. FOTA
EURY-4095 server This has been corrected for all delta image
sizes.
Due to retries to establish a connection, the
EURY-3904 AV FOTA Package Download command to stop it may not take effect and AirVantage /
Starts after WDSS=1,0 the FOTA will continue. Sierra SIM
This has been corrected.
Carrier LWM2M
Since firmware version 4.5, +DMEVENT
URCs have not been working for carriers
other than LGU+. Carrier
EURY-4187 +DMEVENT not working This has been restored to work for all LWM2M
carriers supporting LWM2M.
See AT Command Guide Rev 14 for more
details.
Verizon SIM activation would take up to
L . 10 minutes due to LWM2M activity. .
EURY-4088 LWMZM aCt'V.'ty with new SIM This has been reduced to 60-70 seconds if Verizon
activation taking too long . LWM2M
no delays are introduced due to network
issues.
10
EURY-3717 toggling for CEREG changes asserted GPIO2
with multiple cell reselections This has been corrected.
If GPIO2 is enabled in +KRIC and then
GPIO2 does not return to input | disabled, it remains an output.
EURY-3792 state when Rl is disabled This has been corrected to revert to input, no GPIO2
pull when disabled.
Local upgrade
Since firmware version 4.4.0, local delta
firmware upgrade with X-MODEM
Cannot upgrade firmware by (AT+WDSD) may fail for a delta image size
EURY-4127 L that satisfies the criterion 4096*n+m, where Local delta
EURY-4178 | |K-XMODEM in Linux m<1024. upgrade
(Windows is OK) ) Lo P9
This has been corrected for starting images
4.6.5 or later. See Known Issues for
4.4.x/4.5.x firmware.
If USB is enabled on firmware version 3.x
(e.g. 3.7.2.3) and firmware is upgraded to 4.x
Firmware upgrade from 3.x (e.g. 4.5.4), the USB configuration is reset to
EURY-3281 with USB enabled loses USB a default value that is inactive so there is no USB
configuration communication.
The default USB setting now has AT
interface enabled.
Admin and diagnostics
With NVBU autorestore enabled
(AT+NVBU=3,1), if there is no backup on
Module intermittently fails to boot up, one should be automatically
EURY-2826 generate backup with created. This was observed to be true on the | +NVBU
automatic mode enabled first test iteration (erase backup AT+NVBU=0
and reset), but not on subsequent iterations.
It has now been corrected.
22
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Customer Release Note

. s . Impacted
ID Title Description Domain
With NB-loT RAT set (AT+KSRAT=1) and
Wecup i itedvin | NVBL auoreioe cnaled (T WELS.
EURY-3720 "Reboot limit reached, forcing . L . ectly +NVBU
. triggered resulting in user configuration being
restore” message
reverted to backup.
This has been fixed.
Some parts of +CCID are AT+CCID output was truncated at a non-
EURY-4040 missing, only 12 bytes are decimal character if present. All characters +CCID
shown are now displayed.
AT+WMTXPOWER/ tBhandf66 wa? tileceeglngdlar:jmterna{lllrrt:lt aRr::d
EURY-4121 +WMRXPOWER do not \eretore not being handled correctly by RF test
properly support Band 66 diagnostic commands.
This has been corrected.
In the past it was found that flow control was
required on most host platforms to capture
logging at high speed and so the default was
made to enable it. This, however, prevented
option to disable flow control hosts without hw flow control from capturing
EURY-4283 on UARTO in LOG mode logs at any speed. LOG
An option has been added to disable hw flow
control in LOG mode for such hosts to collect
logs at lower speeds.
See AT Command Guide Rev 14 for more
details.
Tools
Due to the limited baud rate selection, if the
AT port rate was set to 460800, it was
SFT firmware upgrade not necessary to select this as the upgrade
EURY-3994 possible at 921600 when speed to properly sync. SFT
module UART1 set to 460800 SFT now scans all baud rates to find the
current setting before upgrading at the
selected speed.
In a previous SFT release a chip ID check
. was added to SFT to ensure the firmware
EURY-4293 | o I v2:10.2101.0 will not would match the ALT1250 version, butold | SFT
upgrade CO modules CO chi .
chips were not included.
This has now been added.
SFT would exit after completing firmware
download, but before confirming that the
EURY-4185 SFT exits before upgrade module h:_ad comple_ted programming. SET
complete It now waits to confirm that the module has
fully rebooted, and that the UART1/AT port is
responsive.
6.3. Restrictions
This section presents additional information or restrictions that must be considered.
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Customer Release Note

Feature

Description (What/When)

Impacted
Functionality/Sub-
Functionality

Enable pin for external DCDC

Before using +KWIOCFG to activate this feature, you must
send the AT Commands below:

AT+KGPIOCFG=8,0,2 (Set GPIO8 output high)
OK

AT+KGPIO=8,1

OK

10 Configuration

New pin output for monitoring HL7800
status

Before using +KWIOCFG to activate this feature, you must
send the AT Commands below:

AT+KGPIOCFG=6,0,2 (Set GPIO6 output high)

10 Configuration

OK
AT+KGPIO=6,1
OK
Commands +WMTXPOWER/+WMRXPOWER are not RX/TX Power
RF TX/RX
supported on NB1. (NB1)
PWR ON N PWR_ON_N Managed feature is disabled — Module start
- - HL7800/HL7802 starts as soon as VBAT is applied. sequence

Band restrictions

Band 17 is not supported on Cat-M1. Do not enable it.

Cat-M1 Bands

Local delta upgrade from 4.4 may not
work for Linux 1K Xmodem

Due to a bug introduced in firmware version 4.4 and fixed in
4.6 (EURY-4127), local delta upgrades from 4.4 using Linux
1K Xmodem (AT+WDSD with linux sx -vv -k option) will fail
if the delta file size satisfies 4096*n + m, m outside the
range [-31, 1024].

For example, the HL7800-M delta image size for 4.4.17 to
4.6.8 is 819324, so m=124 and upgrade will be successful.
HL7800-M upgrade from 4.4.14 to 4.6.8 has m=24 so would
also be successful.

Upgrades from other images may not be successful,
depending on the image size. For example, upgrading from
HL7800-M 4.4.13.2.

The workaround for image sizes that are not successful is to
use Windows host, SFT, or FOTA.

Local delta upgrade

Module sometimes goes to
BOOTROM mode on power cycle if

For modules already shipped with secure boot enabled
before July 31, 2020, if power is cycled, it will sometimes
(~10% occurrence) reboot in BOOTROM mode and require
another power cycle to boot properly. This is most easily
reproducible during a FOTA, but not a necessary condition.
Modules that have secure boot enabled while running 4.4

R01.14

secure boot enabled with older than firmware will not exhibit this problem, but it is not possible to Stability
4.4 firmware fix modules that have already had secure boot enabled with
older firmware.
Modules shipped from Sierra after July 31, 2020 with secure
boot enabled, regardless of firmware version, will not have
this problem (EURY-3231).
With local echo enabled (ATE1) the Windows PPP client
fails to connect over USB. Since local echo is enabled by
Cannot make PPP connection on USB | default, it must be explicitly disabled. In some cases, PPP / USB
port with echo enabled concatenated AT commands may be used to disable echo.
In general, these are not supported, but with EURY-2253,
commonly used ATEOV1 does now disable echo.
6.4. Known Issues
The following issues may be observed in the 4.6.8 release.
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ID Title Description Impacted Domain
The current CMUX implementation has some
limitations.
e Anonline ATIP session
EURY-627 (e.g. AT+KTCPSTART=1) on one
EURY-1288 DLC blocks all DLCs
EURY-3609 CMUX issues ' CMUX
e A URC configured on one DLC
EURY-3874
EURY-3968 appears on all DLCs
e DLCs sometimes stop responding
and CMUX needs to be restarted
e CMUX does not work at 9600 baud
If the WAKEUP pin is de-asserted immediately
after OK from +KUDPSND, the data may not
UDP data drooped be sent before the module enters hibernate
EURY-3132 | -7 €28 L oPP state and in this case the data is lost. Until this | \r0 )pp)
EURY-3637 hibernate mo%e is fixed, the WAKEUP pin must be kept
asserted for an extra 100 ms after OK to
ensure that the data is delivered. Even longer
in CE mode.
Persistent atlP . )
. . In the case of a connection configured as
socket silently fails ersistent, only the 15t PDN will persist across
EURY-2958 initialization on per: » Only Wi p : ATIP (UDP, TCP)
a hibernate cycle. Others will not persist and
warm boot, non- will need a reset to recover
default PDN )
TLS server does
not verify client’s In the case of TCP server configuration with
EURY-3856 certificate in case of | TLS and mutual authentication, the server ATIP (TLS server)
mutual does not authenticate the client certificate.
authentication
While a FOTA is in progress, if the RF network
Module crashes L .
after network lost connection is lost, the modyle will . N
EURY-3896 . crash/reboot. The FOTA will automatically FOTA (stability)
during FOTA :
resume from that point once the network
download Lo .
connection is re-established.
gﬂnogfslf:;ﬁs‘frérrﬁset After successful FOTA and next exit from
EURY-4065 . hibernate, the module will crash/reset. It will FOTA (stability)
hibernate after .
resume normal operation from then on.
FOTA
Some 2G carriers do not support network time
(NITZ). A consequence of this is that any
secure connections using time to validate
certificates (including AirVantage FOTA) will
fail. This can be confirmed by querying
Secure connection AT+CCLK? After attaching to the network and
EUnyao0% | failure on 2G seeing: TLS/FOTA
without NITZ +CCLK: "00/00/00,00:00:00-00"
To work around this problem, time must be set
manually with AT+CCLK.
For HL7802 modules that ship with 4.6.8, an
SNTP client will be enabled internally to get
time from a public NTP server as a fallback.
AT+KBND?
command displays
wrong active band . . 2 N
EURY-4338 when module When band 66 is active, AT+KBND? Displays AT+KBND?
- band 3.
registered on
network with
band 66

R01.14
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7.HL78XX.4.5.4.0 Release Description

7.1. Release Identification

Table 4. Package Release Information

Services (ATI, AT%VER)

HL7800.4.5.4.0
FW ldentification HL7800-M.4.5.4.0
HL7802.4.5.4.0

Chipset baseline: RK02010200101
Legato RTOS: 18.09.5.ALT1250.rc4 2020/05/29 19:39:14

atSwi: 35.00
UBOQOT: 01.03
Components Apps:
RKAPP_02_01_02_00_94__ 31f472b547df5417a8f942dd14d4c8cb9bf65395
MAC (HL7800, HL7800-M): ALT1250_02_01_02_00_91_FW
MAC (HL7802): ALT1250 02 01 02 00 91 2G
Date of generation 2020/07/22 23:37:54
IMEI SV 10
TS 25 PLMN List 8 June, 2020
Supported HW HL7800, HL7802

7.2. Software Changes Description

This section describes all corrections or improvements integrated in 4.5.4 since the previous release
(HL78XX.4.4.14.0). Note that 4.5.4 and 4.4.14 were released at similar times and have the same
Altair baseline integrated.

Impacted

ID Title Description Domain

New Features & Improvements

Upgrade Legato framework from
18.09.5.ALT1250.rc4.

Includes:

e LE-14459 — Improved internal stability

) e LE-14380 — Using AirVantage services,
Various Legato 18.09.5.ALT1250.rc4 a platform can send monitored data
values to the AirVantage server. When
the AirVantage server retrieves the
current SIM mode, its value is not
correct when the +KSIMSEL=20 mode
is set.

In previous releases, the Radio Access
Technology (RAT) could only be selected
manually via AT+KSRAT. A new command is
EURY-62 / o now added (AT+KSELACQ) to assign a RAT
EURY-64 Auto RAT switching preference list such that failure to attach on RF
the preferred RAT will allow others to be
scanned automatically.

See AT Command Guide for more details.
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Title

Description

Impacted
Domain

EURY-66

Change RAT without reset

In previous releases, the Radio Access
Technology (RAT) could be selected
manually via AT+KSRAT, but a reset was
required for the new setting to take effect. A
reset is not required now.

RF

EURY-2298 /
EURY-3232

AT command to request PTW
(paging time window) when
initiating eDRX

The existing standard command
AT+CEDRXS allows configuration of some of
the eDRX parameters, but does not include
Paging Time Window (PTW), which is hard
coded to 1.28sec. The command
AT+KEDRXCFG is created to perform the
same function but also adds configurability of
PTW and the ability to configure inactive
access technologies.

AT+KEDRXCFG=[[<mode>],[,[<ActType>][,[
<eDRXCycle>][,[<PTW>]]]]]

In the 4.4 release this feature was
experimental, but now the setting is
persistent and so can be used commercially.
Note that changing the setting does not get
immediately renegotiated with the network.
An attach (e.g. after radio off/on or reset) or
TAU refresh (after timeout) is required.

See AT Command Guide for more details.

RF Network /
Power save

EURY-2959

Add global cell IDs for
neighboring LTE cells for
geolocation

With AT+KCELL=0, global cell ID was only
provided for camped cell, so the output could
not be used for reliable geolocation. A new
version of the command AT+KCELL=2 has
been added to provide global cell IDs for
surrounding cells.

See AT Command Guide for more details.

Location
services

EURY-997 /
EURY-2948

Four concurrent connected
secure sockets

Previously, only one root certificate could be
stored, but to support 4 concurrent
connected secure sockets, up to 4 root certs
may be required. To support this,
AT+KCERTSTORE now includes index 0-3
for root cert and AT+KSSLCRYPTO adds an
extra parameter to specify the root cert
index.

See AT Command Guide for more details.

ATIP / Security

EURY-3186

Remove authentication modes
“No authentication” and
“Provide client certificate to
server” from <auth> parameter
in +KSSLCRYPTO command

These +KSSLCRYPTO options were
determined to be insecure and potentially
misleading, and as a result have been
removed.

See AT Command Guide for more details.

ATIP / Security

EURY-887

HTTP chunked transfer
encoding

HTTP host chunked transfer encoding
support has been added.

See IETF RFC 2616 and AT Command
Guide on +KHTTPPOST for more details.

ATIP /HTTP

EURY-2109

+KTCP_ACK support

Support for URC-ENDTCP-enable in
+KTCPCFG has been added.

See AT Command Guide for more details.

ATIP /
Indication

EURY-2061

Notification with new signal
quality data on exit from PSM
hibernate

Rather than having the host poll
AT+KCELLMEAS after exiting PSM
hibernate, a URC is added to provide that
information proactively when available.

See AT Command Guide for more details.

RF Status

R01.14
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Title

Description

Impacted
Domain

EURY-3235

UART boot time configuration

While significant improvements were made
in release 4.4 to align CTS and +KSUP:0
with AT readiness, it became apparent that
in some cases it was preferable to make the
AT port available sooner, if only for limited
(and indeterminate) functionality. For this
purpose, a second optional parameter was
added to the AT+KSREP command. The
timeout specified in msec determines the
max time the UART will be held disabled
while handlers are being initialized. The
default value of 4000 msec is greater than
the longest time for full AT ready as
measured empirically. A value of 0 may be
specified to have the UART enabled as soon
as some 3GPP commands are available.

See the AT Command Guide for more
details.

AT/CTS

EURY-2031

Add EID to +CCID

Previously, AT+CCID? would return only
ICCID for Sierra SIM. EID has been added.
See the AT Command Guide for more
details.

SIM Status

EURY-3342

Potential infoleak in
AT+CGAUTH

In code analysis, a potential infoleak was
discovered in AT+CGAUTH and fixed. No
practical exploit of this flaw has been found.

Security

ALT1250-3716

ATIPRIID

Add support for AT!PRIID to display SKU
information

AT

EURY-3466

AT+KDRXCFG

Add support to configure DRX cycle length.

See the AT Command Guide for more
details.

LTE

Standards and Carrier compliance

EURY-3287

Update IMEI SV

Update IMEI SV to 10.

GCF/PTCRB

ALT1250-3780

Update TS.25 table

Update TS.25 PLMN table to 8-Jun-2020

GCF

Bugs Resolved

EURY-3489

Cannot re-attach with CHAP
enabled

PPP authentication settings (AT+WPPP)
were not persisted for some carrier
configurations and so re-attach would fail if
CHAP is required. These authentication
settings are now persisted for all carriers.

Connectivity

EURY-3386

Module awoken when close
and reopen AT port with Sleep
and Lite Hibernate configured

UART DTR pin was not correctly mapped to
the proper sleep state. This has been
corrected.

Power save /
sleep

EURY-595

Module enters hibernate with
DTR control configured

If DTR control is configured with
AT+KSLEEP=0,2 the module should be
restricted to light hibernate, but was entering
hibernate. This has been corrected. Now
AT+KSLEEP=0,2 is the same as
AT+KSLEEP=0,1.

Power save /
DTR

EURY-3254

Dash/hyphen character getting
dropped from TCP data
stream using +++

Updates were made to preserve proper data
order when appending +++ to the data
stream.

ATIP (TCP)

R01.14
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. . Impacted
ID Title Description Domain
For ATIP sessions (e.g. +KTCP, +KUDP,
etc.) online data is terminated with a
EURY-1794 / predefined EOF pattern. By default, this
EURY-2393/ Dash/hvohen character gettin pattern contains several ‘-’ characters that, if
EURY-3042 yp 9 9 | also included in actual data was sometimes
dropped from TCP/UDP data ATIP
stream processed as EOF pattern and not forwarded
EURY-3254 / on.
EURY-3230 Substantial improvements were made in 4.4.
The remaining known corner cases have
been addressed in 4.5.
. A regression was introduced in release 4.4
Module fails to get HTTP . L
. : where HTTPS basic authentication method
FURY-3366 | headers with basic per IETF RFC 7617 does not work. This has | AT'F (HTTP)
been corrected.
Module remains in data mode A regression was introduced in release 4.4
after sending data size equal where the module would not send data and
EURY-3326 | o '° S50 <98ize> aram‘;ter | did not automatically return to command ATIP (FTP)
+KFTPSND commgnd mode after the command in some conditions.
This has been corrected.
Module sends NULL at some When sent bytes was less than +KFTPSND
. last bytes when using <size> size, NULL pad bytes were being appended.
EURY-1663 parameter in KFTPSND This padding has been removed. Only actual ATIP (FTP)
command send bytes are sent.
An HTTP non-compliance issue has been
EURY-3182 HTTP format non-compliance addressed with ATIP (HTTP) service: ATIP (HTTP)
e  Missing empty line after http-header
Domain name limited to 46 AT+KTCPCFG was limited to domain names
EURY-3134 characters up to 46 characters. That limit has now been | ATIP (TCP)
raised to 127 characters.
Module cannot receive data When FTP receive offset is used, some
from FTP server when using servers return server code 125, others 150.
EURY-2528 <offset> in +KFTPRCV Only server code 150 was handled. Both are ATIP (FTP)
command now handled.
Previously, there was no way to abort an
. FTP download in progress.
EURY-1134 Can't abort an FTP download Abort is now supported via EOF Pattern, ATIP (FTP)
+++, or DTR (if so configured).
After multiple successful +KTCPSND
EURY-2211 '(\q ggﬂg)csggf Somb suiccessfyl | IraNSIers of 100 kB fies, a ATIP (TCP)
attempts during stress testing) +C_ME ERROR: 923 error is returned.
This has been corrected.
ATIP data send/receive transactions (TCP,
HTTP) that took more than 160 seconds
. . would trigger the watchdog and reboot. This
EURY-2587 / WatchDog interrupt triggers _ ' A1q i
EURY-2875/ | when receiving large file with | S0eSPOnds 10 =700 kB file over CAT-MTIN | a1ip stabiity
EURY-3449 | ATIP good coverage. .
This issue has been fixed for TCP and
HTTP. There is still an outstanding issue with
FTP (EURY-3579).
"+KUDP NOTIF: 1.8" is not When bytes to send in +KUDPSND was less
EURY-2182 | returned when data sent is than bytesge”t in data mode, no . ATIP (UDP)
larger than data configured +K'UDP_N TIF: 1,8 indication was received.
This has been corrected.
Continuously sending data with
AT+KTCPSND would eventually cause
EURY-2614 | f1THTCPOND stress fest “KTCPNOTIF: 1,8" and “CME ERROR: 923" | ATIP stability
due to internal queue overflow.
This has been corrected.
. Coming out of hibernate, +CEREG or SMS
EURY-1129 / Soi'gft;f]tTO};‘r’ﬂ%%‘LEG o | indication was not triggering GPIO2 in most | oo
EURY-3175 SMS notifigations cases when configured to do so with
AT+KRIC. This has been fixed.
29
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RO1

1D Title Description :)mpac_ted
omain
A voltage spike was being observed on
Unexpected voltage spike on TX_ON for some platforms on every
EURY-2749 TX_ON signal when enter/exit | transition to/from eDRX hibernate. This line RF status
eDRX hibernate now has an internal pull down applied to
reduce the spike behavior.
. Previously, if AT+KSRAT=<value> was
EURY-3199 QTA;KUiE's;n;eégms ERROR if executed where value=current RAT, it would g;e/c?ﬁrr
return ERROR. It now returns OK.
If power was lost during an AirVantage
FOTA download does not FOTA download and rebooted, a manual AV AirVantage
EURY-3189 automatically resume after connection was required for FOTA download FOTA 9
power loss to resume. This has been corrected so the
FOTA download is restarted automatically.
Using AirVantage services, a platform can
connect to the AirVantage server. This
server can retrieve some data on platform
side, like IMSI. If the used SIM is the external .
EURY-3148 | oorrect IMSTpushedto one with a Sierra SIM o if the used SIMis | A9/
9 eSIM, the IMSI that the platform sends to the
AirVantage platform could be the currently
inactive one.
This has been corrected.
A small negative altitude was reporting a
EURY-3131 AVMS does not display \Isery large value on AirVantage Application AirVantage /
- . . ata. .
negative altitude correctly Thi s Monitor data
is now reports accurately to within
approximately 20m.
Cannot select "Router IP Using AirVantage services, monitored data
EURY-2975 Addresses" resource of the can be retrieved. The "Router IP addresses" | AirVantage /
object 4 on AVMS server in option was missing from the server Ul. Monitor data
dataset This option is now included.
AT&K3 does not return OK Repeated executions of AT&K3 would AT port
EURY-3139 after entering AT&K3 eventually return +CME ERROR: 4. -
. stability
command many times It now always returns OK.
7.3. Restrictions
This section presents additional information or restrictions that must be considered.
Impacted

Feature

Description (What/When)

Functionality/Sub-
Functionality

Enable pin for
external DCDC

Before using +KWIOCFG to activate this feature, you must
send AT Commands below:

AT+KGPIOCFG=8,0,2 (Set GPIO8 output high)
OK

AT+KGPIO=8,1

OK

IO Configuration

New pin output for
monitoring HL7800
status

Before using +KWIOCFG to activate this feature, you must
send AT Commands below:

AT+KGPIOCFG=6,0,2 (Set GPIO6 output high)
OK

AT+KGPI0=6,1

OK

IO Configuration

RF TX/RX

Commands +WMTXPOWER/+WMRXPOWER are not
supported on NB1.

RX/TX Power (NB1)

14
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starts as soon as VBAT is applied.

Impacted
Feature Description (What/When) Functionality/Sub-
Functionality
PWR_ON_N PWR_ON_N Managed feature is disabled, HL7800/HL7802 Module start sequence

Band restrictions

Band 17 is not supported on Cat-M